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REVISITING READER PRIVACY IN THE
AGE OF THE E-BOOK
BRADLEY SCHAUFENBUEL*

I.

INTRODUCTION

If there is no privacy of thought-which includes implicitly the right
to read what one wants, without the approval, consent or knowledge
of others-then there is no privacy, period.'

A. The E-Book Revolution
With the release of popular e-book readers such as the Apple
iPad and the Amazon Kindle, as well as Google's massive effort to
digitize millions of paper books, 2 the volume of digital books
available to Americans is growing exponentially. 3 The databases
maintained by e-book providers that track what people read are
expanding just as rapidly.4 Although much has been written about
* Director of Information Security, Midland States Bank. LL.M., The
John Marshall Law School, 2011; J.D., The John Marshall Law School, 2011;
M.B.A., DePaul University, 2000; B.A., University of Northern Iowa, 1996.
1. Privacy Authors and Publishers' Objection to Proposed Settlement at 1,

Authors Guild, Inc. v. Google, Inc., No. 05-cv-08136 (S.D.N.Y. Sept. 8, 2009),
available at http://www.book-grab.com/efforg.pdf [hereinafter EFF Brief)
(quoting Michael Chanbon, Author, The Yiddish Policemen's Union: A Novel).
2. See Sergey Brin, A Library to Last Forever, N.Y. TIMES, Oct. 9, 2009,
http://www.nytimes.com/2009/10/09/opinion/09brin.html (noting that as of
October 2009, Google had digitized the contents of over ten million books).
3. See Glenn Fleishman, How Many eBooks, Ultimately?, PUBLICOLA (Feb.
2, 2010, 1:44 PM), http://www.publicola.net/2010/02/02/how-many-ebooksultimately (stating that the actual number of e-book titles is estimated at
more than ten million).
4. See Elinor Mills, Google Adding Search Privacy Protections, CNET
NEWS (Mar. 14, 2007, 3:07 PM), http://news.cnet.com/Google-adding-search-

privacy-protections/2100-1038_3-6167333.html (noting that Google saves its
search data logs, which contain the search and browsing history of each userincluding searches for and within e-books, forever). Amazon collects even more
information about users of its Kindle e-book reader. See Cindy Cohn, 2010: EBook Buyer's Guide to E-Book Privacy, EFF DEEPLINKS (Dec. 6, 2010, 6:24
http://www.eff.org/deeplinks/2010/12/2010-e-book-buyers-guide-e-bookPM),
privacy (revealing what types of reader habit information are collected by each
major e-book provider). Amazon's License Agreement and Terms of Use
include the following statement:
The Software will provide Amazon with data about your Kindle and its
interaction with the Service (such as available memory, up-time, log
files, and signal strength). The Software will also provide Amazon with
information related to the Digital Content on your Kindle and Other
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the impact of this development on intellectual property rights (for
authors, publishers, libraries, researchers, and consumers),5 few
have considered its impact on reader privacy. This Comment
explores this oft-neglected issue.
Part II of this Comment explores the current developments
that are bringing reader privacy to the forefront, the legal
protections that safeguarded reader privacy in the past, and why
those protections are inadequate to safeguard reader privacy in
the age of the e-book.
Part III of this Comment argues that the collection, use, and
disclosure of reader habit information is a threat to reader privacy,
that reader privacy is a constitutionally-protected right that
should be preserved, and that traditional reader privacy
protections should be extended to the new context.
Part IV of this Comment explores potential solutions to the ereader privacy problem and proposes the enactment of a federal
reader privacy statute to stop the erosion of this fundamental
right.
II.

BACKGROUND

Before the issue of preserving reader privacy in the age of the
e-book can be properly analyzed, a thorough understanding of the
existing legal framework, ongoing disputes, and current
developments in e-book user tracking is required. This section of
the Comment explores these topics.

Devices and your use of it (such as last page read and content
archiving).
Amazon Kindle: License Agreement and Terms of Use, AMAZON.COM,
http://www.amazon.com/gp/help/customer/display.html/ref=hpjeft-cn?ie=UTF
8&nodeld=200506200 (last updated Sept. 28, 2011).
5. See, e.g., Ann Coale, Fair Use: Considerationsin the Emerging World of
E-Books, 16 ST. JOHN'S J. LEGAL COMMENTARY 727, 737-57 (2002) (predicting
how courts might apply copyright law's fair use doctrine to e-books); Jason
Cohen, EndangeredResearch: The Proliferationof E-Books and Their Potential
Threat to the Fair Use Clause, 9 J. INTELL. PROP. L. 163, 184-90 (2001)
(exploring how digital rights management systems that restrict the lending of
e-books destroys fair use); Claire Elizabeth Craig, 'Lending' Institutions: The
Impact of the E-book on the American Library System, 2003 U. ILL. L. REV.
1087, 1100-01 (2003) (discussing how digital rights management systems that
restrict the lending of e-books impact libraries); Michael Seringhaus,
Comment, E-Book Transactions: Amazon "Kindles" the Copy Ownership
Debate, 12 YALE J.L. & TECH. 147, 193-98 (2009) (exploring the conflict
between the digital rights management system utilized by Amazon on its
Kindle reader to restrict copying of e-books and the traditional single copy
ownership doctrine under U.S. copyright law); Priti Trivedi, Comment,
Writing the Wrong: What the E-Book Industry Can Learn From DigitalMusic's
Mistakes with DRM, 18 J.L. & POL'Y 925, 953-65 (2010) (recounting the errors
made by the music industry in attempting to control the use of digital
copyrighted works and applying the lessons learned to the e-book industry).
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CurrentDevelopments

According to the Book Industry Study Group, "[e]-book sales
grew exponentially in the first quarter of 2010, jumping from just
one-and-a-half percent of total U.S. book sales in 2009, to five
percent of the market in the first quarter of 2010."6 By mid-2011,
after experiencing a 160.1 percent increase in sales over the same
period in 2010, e-books had become second only to paperback
books as the most popular book format. 7 Sales of e-book readers
were also exploding. Apple sold three million iPads in the first
eighty days following its release.8 It is estimated that Amazon sold
three million Kindles by the end of 2009.9 By the second quarter of
2010, Amazon was selling more Kindles than it was hardcover
books.10 In the six month period between November 2010 and May
2011, the number of American adults possessing an e-book reader
doubled from six to twelve percent of that population."
Meanwhile, e-book providers are collecting massive amounts
of information about individual reading habits. Google, for
instance, collects the following information related to users of its
Google Books site: the query term or page request (which may
include specific pages within a book that are browsed), Internet
Protocol address, 12 browser type, browser language, the date and
time of the request, and one or more cookies13 that may uniquely

6. Karen Holt, E-book Sales Statistics from BISG Survey, PUBLISHING
PERSPECTIVES (May 27, 2010), http://publishingperspectives.com/2010/05/ebook-sales-statistics-from-bisg-survey.
7. Andi Sporkin, Paperback and E-Books Rank #1, #2 in Trade Market
While K-12 School CurriculumMarket Shows Growth in AAP Publishers' May
2011 Report, ASS'N OF AM. PUBLISHERS (July 21, 2011), http://www.publis
hers.org/press/41.
8. John Brownlee, Apple: 3 Million iPads Sold In 80 Days, CULT OF MAC
(June 22, 2010, 10:37 PM), http://www.cultofmac.com/apple-3-million-ipadssold-in-80-days/47915.
9. Michael Arrington, 3 Million Amazon Kindles Sold, Apparently, TECH
CRUNCH (Jan. 29, 2010), http://techcrunch.com/2010/01/29/3-million-amazonkindles-sold-apparently. The exact number of Kindles sold is not known
because Amazon refuses to release Kindle sales figures. Jeff Bertolucci, Why
Amazon Won't Release Kindle Sales Figures, PC WORLD (Aug. 26, 2010, 5:06
AM), http://www.pcworld.com/article/204195/why-amazon-wont-release kind
le-sales-figures.html.
10. Annalyn Censky, Amazon Sells More Kindle Books than Hardcovers,
CNN MONEY (July 19, 2010), http://money.cnn.com/2010/07/19/technology/
amazonsellsmorekindlesthanbooks/index.htm.
11. Kristen Purcell, E-reader Ownership Doubles in Six Months, PEW
INTERNET & AM. LIFE PROJECT (June 27, 2011), http://pewinternet.org/Re
ports/201 1/E-readers-and-tablets.aspx.
12. An Internet Protocol ("IP") address is "the numeric code that identifies
all computers that are connected to the internet." IP Address Definition,
(last
DICTIONARY.COM,
http://dictionary.reference.com/browse/ip+address
visited Sept. 5, 2011).
13. A cookie is "a message, or segment of data, containing information
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identify the reader's browser. 14 Amazon retains information about
the books, magazine subscriptions, newspapers, and other digital
content that is stored on each Kindle as well as the history of the
reader's interaction with that content. 15 This retention includes an
automatic bookmark of the last page read, the content deleted
from the device, and any annotations, bookmarks, notes,
highlights, or similar markups made by the reader.16 This data
can be combined with other data (e.g., search history) to create
detailed profiles of each individual user.1 7 The threat to one's
privacy from such tracking is not only electronic. When a person
prints a digital book on paper, a watermark, indicating who
purchased it and when, may be printed as well.18
There are intense economic incentives for e-book providers to
disclose this information to others. Individual digital behavioral
data is especially valuable to marketers, who can use the
information to target advertising.1 9 According to industry experts,
companies can expect up to ten times the revenue for
advertisements based on behavioral data. 20 Targeted advertising is
a critical goal of e-book providers. 21 In fact, Google was careful to
about a user, sent by a Web server to a browser and sent back to the server
each time the browser requests a Web page." Cookie Definition,
DICTIONARY.COM, http://dictionary.reference.combrowse/cookie (last visited
Sept. 5, 2011).
14. Google Books Privacy Policy, GOOGLE, http://books.google.com/goog
lebooks/privacy.html (last visited Sept. 5, 2011).
15. Nicole A. Ozer, Digital Books: A New Chapter for Reader Privacy, AM.
Civ. LIBERTIES UNION OF N. CAL. 5 (Mar. 2010), available at http://www.a
clunc.org/issues/technology/asset_upload-file295_9047.pdf.
16. Amazon Kindle: License Agreement and Terms of Use, supranote 4.
17. Ira S. Rubinstein, Ronald D. Lee & Paul M. Schwartz, Data Mining and
Internet Profiling: Emerging Regulatory and Technological Approaches, 75 U.
CHI. L. REV. 261, 272 (2008).
18. See Amended Settlement Agreement at 57, Authors Guild, Inc. v.
Google, Inc., No. 05-cv-01836 (S.D.N.Y. Nov. 9, 2010), available at
http://www.authorsguild.org/advocacy/articles/settlementresources.attachment/amended-settlement-agreement/Amended-SettlementAgreement.pdf (stating that when a user prints out pages of a book under the
Institutional Subscription Database, Google will include a visible watermark
which displays encrypted session identifying information "which could be used
to identify the authorized user that printed the material or the access point
from which the material was printed.").
19. See Heather Osborn Ng, Targeting Bad Behavior: Why Federal
Regulators Must Treat Online BehavioralMarketing As Spyware, 31 HASTINGS
COMM. & ENT. L.J. 369, 373 (2009) (noting that in 2007 alone, advertisers
spent $1.5 billion on targeted online advertising).
20. Panel 3, FTC, Exploring Privacy: An FTC Roundtable Discussion 10
(Dec. 7, 2009) (transcript available at http://htc-01.media.globix.net/COMP008
760MOD1/ftcweb/transcripts/120709_sess3.pdf).
21. See Maureen Dowd, Dinosaur at the Gate, N.Y. TIMES, Apr. 14, 2009,
http://www.nytimes.com/2009/04/15/opinion/15dowd.html
(quoting Google
CEO Eric Schmidt as saying: "The whole secret here is the ads are worth more
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retain the right to control behavioral data about users of Google
Books in its recent settlement with copyright owners. 22 These
developments have brought the issue of reader privacy to the
forefront.
B. Legal Backdrop
1. The United States Has a Long History of Protecting Reader
Privacy
The U.S. Supreme Court has indicated that the right to
receive speech is a critical component of the First Amendment.23
As the Court stated in Griswold v. Connecticut,24 "[t]he right to
freedom of speech and press includes not only the right to utter or
to print, but the right to distribute, the right to receive, the right
to read." 25 In Island Trees School District v. Pico by Pico, the Court
stated, "the right to receive ideas follows ineluctably from the
sender's

First Amendment

right

to

send

them.

. .

. More

importantly, the right to receive ideas is a necessary predicate to
the recipient's meaningful exercise of his own rights of speech,
press, and political freedom." 26
More directly, federal courts have supported the notion that
the First Amendment right to receive speech incorporates a right
to reader privacy. 27 During the era of McCarthyism, 28 the Supreme
if they're more targeted, more personal, more precise.").
22. See Google Books Settlement and Privacy, ELECTRONIC PRIVACY INFO.
CTR., http://epic.org/privacy/googlebooks (last visited Sept. 5, 2011) (stating
that "[t]he Settlement's Security Standards . . . do not restrict Google's
collection or use of user data.").
23. Jamie Kennedy, The Right to Receive Information: The Current State of
the Doctrine and the Best Application for the Future, 35 SETON HALL L. REV.
789, 789-90 (2005); Susan Nevelow Mart, The Right to Receive Information, 95
LAw LIBR. J. 175, 175 (2003).
24. Griswold v. Connecticut, 381 U.S. 479, 482 (1965) (explaining why a
state law that prohibited the distribution of information on contraceptives
violates not only the First Amendment rights of the speaker/distributer, but
also the rights of individuals who would receive/read the information).
25. Id.
26. Island Trees Sch. Dist. v. Pico by Pico, 457 U.S. 853, 867 (1982)
(explaining why the removal of books from a school library based on the
viewpoints contained within them violated students' rights to receive
information, which necessarily follows from the expressed First Amendment
right to publish it).
27. See Julie E. Cohen, A Right to Read Anonymously: A Closer Look at
"CopyrightManagement" in Cyberspace, 28 CONN. L. REV. 981, 1003-19 (1996)
(chronicling the constitutional jurisprudence on the issue of reader privacy up
to 1996).
28. See generally Geoffrey R. Stone, Free Speech in the Age of McCarthy: A
Cautionary Tale, 93 CAL. L. REV. 1387, 1395-1401 (2005) (describing the
chilling effect of Senator Joseph McCarthy's inquisitions on political discourse
in the 1950s).
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Court held that an individual could not be held in contempt for
failing to provide the government with a list of individuals who
purchased political books.29 Twelve years later, the Court held
that a postal regulation requiring those who wanted to receive
Communist Party propaganda to notify the United States Postal
Service of their desire was unconstitutional because of the chilling
effect the disclosure of individual reading habits would produce.30
Cases involving McCarthy-era laws are not the only context
where courts asserted the right to reader privacy. A law
criminalizing the private possession of "obscene" materials was
held unconstitutional because a man enjoys "the right to be free
from state inquiry into the contents of his library."3 ' More
recently, a government subpoena for the reading records of 120
Amazon.com customers was rejected for its chilling effect on free
speech. 32
At least one state court has recognized a constitutional right
to reader privacy. The Colorado Supreme Court held that reader
privacy is protected under both the First Amendment of the U.S.
Constitution and the free speech provision of the Colorado State
Constitution.33
State library confidentiality statutes have also fostered the
29. United States v. Rumely, 345 U.S. 41, 47-48 (1953). In a concurring
opinion, Justice Douglas surmised that requiring a person to disclose what she
has read in the past and what she will read in the future would strike fear into
readers and suppress their freedom. Id. at 57 (Douglas, J., concurring).
30. Lamont v. Postmaster General, 381 U.S. 301, 305 (1965). Justice
Douglas wrote, "I think the right to receive publications is such a fundamental
right. The dissemination of ideas can accomplish nothing if otherwise willing
addressees are not free to receive and consider them." Id. at 308.
31. Stanley v. Georgia, 394 U.S. 557, 565 (1969) ("If the First Amendment
means anything, it means that a State has no business telling a man, sitting
alone in his own house, what books he may read or what films he may
watch.").
32. In re Grand Jury Subpoena to Amazon.com Dated August 7, 2006, 246
F.R.D. 570, 573 (W.D. Wis. 2007). Expressing its concerns, the court observed:
The subpoena is troubling because it permits the government to peek
into the reading habits of specific individuals without their prior
knowledge or permission.... [I]t is an unsettling and un-American
scenario to envision federal agents nosing through the reading lists of
law-abiding citizens while hunting for evidence against somebody
else... . [L]iving in the land of the free means that it's none of the
government's business what books people are reading.
Id. at 572-73.
33. Tattered Cover v. City of Thornton, 44 P.3d 1044, 1053-54 (Colo. 2002).
As to federal law, the court opined, "[iln sum, the First Amendment embraces
the individual's right to purchase and read whatever books she wishes to,
without fear that the government will take steps to discover which books she
buys, reads, or intends to read." Id. at 1053. As to Colorado state law, the
court surmised, "the right to purchase books anonymously is afforded even
greater respect under our Colorado Constitution than under the United States
Constitution." Id. at 1054.
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notion of a right to reader privacy. Forty-eight states and the
District of Columbia have enacted such laws. 34 Although the
protection provided by these statutes varies from state to state,35
there are some common elements among them. Most require the
strict maintenance of confidentiality of library records; 36 restrict
the disclosure of library records to third parties;37 require a court
order or subpoena as well as notice to the affected library patron
prior to the release of patron records;38 cover library records in
both paper and electronic form;39 and impose penalties for
violations of patron privacy. 40 Some library confidentiality statutes
even require libraries to implement and use privacy enhancing
technologies. 41
In addition to public library confidentiality statutes, two
34. State Privacy Laws Regarding Library Records, AM. LIBR. ASS'N,
http://www.ala.org/ala/aboutalaoffices/oiflifgroups/stateifcchairs/stateifcinacti
on/stateprivacy.cfm (last visited Sept. 5, 2011). The Attorneys General of the
remaining two states, Hawaii and Kentucky, have opined that library records
are confidential and may not be disclosed under the laws governing open
records. AM. LIBR. ASS'N, CONFIDENTIALITY AND COPING WITH LAW
ENFORCEMENT INQUIRIES: GUIDELINES FOR THE LIBRARY AND ITS STAFF 4
http://www.ala.org/alalaboutala
at
available
2004),
(Apr.
/offices/oif/ifissues/guidelineslibrary.pdf.
35. Intell. Freedom Comm., Q&A on the Confidentialtiy and Privacy of
Library Records, AM. LIBR. AsS'N (Oct. 30, 2006), http://www.ala.org/ala
/issuesadvocacy/intfreedom/librarybill/interpretations/qa-privacy.cfm.
36. E.g., ALA. CODE § 41-8-10 (2009) (mandating that registration and
circulation records of publicly supported libraries remain confidential); N.Y.
C.P.L.R. § 4509 (2009) (classifying library records containing the names or
other personally identifying details of patrons as confidential information).
37. E.g., S.C. CODE ANN. § 60-4-10 (2008), (declaring that confidential
records may not be disclosed to anyone other than library personnel or persons
authorized by the library patron to inspect his or her records); WIS. STAT.
§ 43.30 (2008) (prohibiting the disclosure by publicly-supported libraries of
records containing personally identifiable patron information).
38. E.g., 75 ILL. COMP. STAT. 70/1(a) (2009) (forbidding anyone from
releasing the contents of library circulation records to the public absent a
court order); 27 ME. REV. STAT. § 121 (2009) (requiring the express written
permission of the patron involved or a court order for the release of library
circulation records).
39. E.g., ARK. CODE ANN. § 13-2-701 (2009) (incorporating documents or
information "in any format" within its definition of confidential library
records); N.Y. C.P.L.R. § 4509 (2009) (including "computer database searches"
within its definition of protected library records).
40. E.g., ARK. CODE ANN. § 13-2-702 (2009) (punishing a violation of the
statute as a misdemeanor offense punishable by a fine of not more than two
hundred dollars ($200) or thirty (30) days in jail, or both); MONT. CODE ANN.
§ 22-1-1111 (2007) (granting the person whose circulation records were
wrongfully disclosed a civil right of action for actual damages or one hundred
dollars ($100), whichever is greater, as well as reasonable attorney fees and
costs if he or she prevails).
41. E.g., ARK. CODE ANN. § 13-2-703(b) (2009) (requiring public libraries to
use an automated or Gaylord-type circulation system that does not identify a
patron with circulated materials after materials are returned).
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states have enacted laws that prohibit private book sellers from
disclosing information about reader purchases. 42 In effect, these
laws extend the protections afforded by state library
confidentiality statutes to private sector entities. Two additional
state legislatures are currently considering the adoption of reader
privacy statutes that apply to private e-book sellers.43
Librarians are long-time defenders of the right of reader
privacy. The Library Code of Ethics, promulgated by the American
Library Association (ALA), recognizes a library patron's right to
privacy. 44 The ALA's Intellectual Freedom Manual states that "the
freedom to read is essential to our democracy."4 5 Furthermore,
libraries and library associations are drafting and following
privacy guidelines for online resources, including e-books. 46
42. Rhode Island law states:
It shall be unlawful for any person to reveal, transmit, publish, or
disseminate in any manner, any records which would identify the names
and addresses of individuals, with the titles or nature of video films,
records, cassettes, or the like, which they purchased, leased, rented, or
borrowed, from libraries, book stores, video stores, or record and cassette
shops, or any retailer or distributor of those products, whether or not the
identities and listings are kept in a remote computing service or
electronic storage or the disclosure is made through or by a remote
computing service.
R.I. GEN. LAWS § 11-18-32 (2009). Michigan law is more explicit, stating:
Except as . .. otherwise provided by law, a person, or an employee or
agent of the person, engaged in the business of selling at retail, renting,
or lending books or other written materials, sound recordings, or video
recordings shall not disclose to any person, other than the customer, a
record or information concerning the purchase, lease, rental, or
borrowing of those materials by a customer that indicates the identity of
the customer.
MICH. COMP. LAWS ANN. § 445.1712 (2009).
43. Reader Privacy Act, S. 602, 2011-12 Sess. (Cal. 2011), available at
http://info.sen.ca.gov/cgibin/postquery?billnumber=sb 602&sess=1112&house=B&site=sen;
The
Reader Privacy Act, S. 8486, 234th Sess. (N.Y. 2011), available at
http://open.nysenate.gov/legislationbill/A8486-2011.
44. Library Code of Ethics, AM. LIBR. AsS'N, http://www.ala.org/ala/issu
esadvocacy/proethics/codeofethics/codeethics.cfm (last visited Sept. 5, 2011).
Principle III proclaims to "protect each library user's right to privacy and
confidentiality with respect to information sought or received and resources
consulted, borrowed, acquired or transmitted." Id.
45. Am. Libr. Ass'n, INTELL. FREEDOM MANUAL 215 (7th ed. 2006). The
manual goes on to say that librarians "as individuals [are] devoted to reading
and as librarians and publishers responsible for disseminating ideas, wish to
asset the public interest in the preservation of the freedom to read." Id.
46. See, e.g., Privacy Guidelines for Electronic Resource Vendors (2002),
INT'L
COALITION
OF
LIBR.
CONSORTIA
(July
12,
2002),
http://www.library.yale.edulconsortia/2002privacyguidelines.html
(encouraging libraries to ensure that each electronic resource vendor respects
the privacy of the users of its products). The document recommends that
libraries include language such as the following in agreements with electronic
resource vendors: "Accordingly, [electronic resource vendor] will not disclose
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2. Existing Reader Privacy SafeguardsAre Inapplicable

Existing privacy safeguards do not protect e-book reader
privacy. There are a number of reasons why this is so.
First, although the privacy protections offered by most state
library confidentiality statutes are robust, they simply do not
apply to commercial e-book providers such as Google, Apple,
Amazon, and Barnes & Noble. 47 The scope of these statutes only
encompasses public or publicly-supported institutions. 48 Although
two states have enacted statutes restricting the disclosure of
customer purchase records by book sellers, the remaining fortyeight states have not. 49
Second, existing privacy laws are not designed to protect
reader privacy.5 0 The United States lacks a comprehensive privacy
law.5 1 Its privacy laws are sectoral in nature and narrowly
tailored. 52 The focus of most of these laws is on governing the
collection, retention, use, protection, and disclosure of personally

information about any individual user of its products (hereinafter referred to
as 'personal information'), including information about the specific content of a
user's searches, to a third party without the permission of that individual
user, except as required by law." Id.
47. See CHARLES R. MCCLURE, JOHN CARLO BERTOT & DOUGLAS L.
ZWEIZIG, PUBLIC LIBRARIES AND THE INTERNET: STUDY RESULTS, POLICY
ISSUES, AND RECOMMENDATIONS 45 (1994) available at http://www.eric.e
d.gov/PDFS/ED371768.pdf (stating "[1laws that protect users' confidentiality
under current systems, however, do not extend to Internet-based user
information requests. As Internet-based library services increase, patron
record privacy laws will need to be amended to accommodate the electronic
networked environment.").
48. See e.g., CAL. Gov. CODE § 6267 (2009) (covering "any library which is
in whole or in part supported by public funds."); 75 ILL. COMP. STAT. 70/1(c)(i)
(2009) (defining "library" as "any public library or library of an educational,
historical or eleemosynary institution, organization or society.").
49. Ozer, supra note 15, at 3. In its Google Books Privacy Policy, Google
recognizes its responsibility to comply with state statutes regulating the
disclosure of book purchases by private booksellers:
Some jurisdictions have special "books laws" saying that this
information is not available unless the person asking for it meets a
special, high standard such as proving to a court that there is a
compelling need for the information, and that this need outweighs the
reader's interest in reading anonymously under the United States First
Amendment or other applicable laws. Where these "books laws" exist
and apply to Google Books, we will raise [our level of protection].
Google Books Privacy Policy, supra note 14.
50. Nicole A. Ozer & Jennifer A. Lynch, Protecting Reader Privacy in
Digital Books, ASS'N FOR THE ADVANCEMENT OF ARTIFICIAL INTELLIGENCE
PRIVACY 2010 SYMPOSIUM, Jan. 1, 2010, at 139, available at
http://www.aaai.org/ocs/index.php/SSS/SSS10/paper/download/1041/1500.
51. Susan E. Gindin, Lost and Found in Cyberspace:InformationalPrivacy
in the Age of the Internet, 34 SAN DIEGO L. REV. 1153, 1184 (1997).
52. James P. Nehf, Recognizing the Societal Value in Information Privacy,
78 WASH. L. REV. 1, 47 (2003).
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identifiable information by entities in specific industries-health
care companies, financial services institutions, creditors, etc.53
None of these laws was designed to govern the collection, use, or
disclosure of reader habit information by e-book providers. 54
Finally, the privacy policies of e-book service providers fail to
guarantee readers robust privacy rights.55 It is true that the
Federal Trade Commission (FTC) can and does take action against
companies that violate their own privacy policies. 56 However, the
contents of those policies are unregulated and can be changed at
will.5 7 For instance, the protections promised to readers by some ebook service providers in their privacy policies fall far short of
53. See, e.g., Health Insurance Portability and Accountability Act of 1996
[HIPAA], Pub. L. No. 104-91, 110 Stat. 1936 (1996) (codified as amended in

scattered sections of 42 U.S.C.)

(governing the collection, disclosure,

protection, and use of personal information by the health care industry);
Financial Services Modernization Act of 1999 [GLBA], Pub. L. No. 106-02, 113
Stat. 1338 (1999) (codified as amended at 15 U.S.C. §§ 6801-6809, 6821-6827)
(governing the collection, disclosure, protection, and use of personal
information by financial services companies); Fair Credit Reporting Act
[FCRA], 15 U.S.C. §§ 1681-1681x (2006) (governing the collection, disclosure,
protection, and use of personal information by creditors and credit reporting
agencies).
54. Ozer, supra note 15, at 7.
55. See Privacy Recommendations for the Google Book Search Settlement,
CTR.
FOR
DEMOCRACY
AND TECH.,
July
27, 2009,
at 8-13,
http://cdt.org/files/pdfs/20090727_GoogleRecs_5.pdf (identifying twelve ways in
which the Google Books Privacy Policy falls short of providing readers with
robust privacy protections).
56. See, e.g., In re Eli Lilly & Co., FTC Docket No. C-4047 (May 8, 2002),
available at http://www.ftc.gov/os/2002/05/elilillydo.htm (ordering Eli Lilly to
establish an information security program after it mistakenly disclosed the
names and e-mail addresses of 669 Prozac users to one another in violation of
its own privacy policy); In re Gateway Learning Corp., FTC Docket No. C-4120
http://www.ftc.gov/os/caselist/
available
at
2004),
(Sept.
10,
0423047/040917do0423047.pdf (ordering Gateway not to share information
with third parties that it collected from consumers prior to adopting a privacy
policy revision permitting it to do so); In re Guess.com, Inc., FTC Docket No.
C-4091 (July 30, 2003), available at http://www.ftc.gov/os/2003/08/guessdo.pdf
(ordering Guess to establish an information security program after customer
information was stolen by hackers despite assurances in Guess's privacy policy
that it had employed reasonable safeguards to protect the information).
57. E.g., Google Privacy Policy, GOOGLE, http://www.google.com/intl/en/priv
acypolicy.html (last updated Oct. 23, 2010) (noting that "this Privacy Policy
may change from time to time."); Amazon.com Privacy Policy, AMAZON.COM,
http://www.amazon.com/gp/help/customer/display.html/ref=footer-privacy?ie=
UTF8&nodeld=468496 (last updated Oct. 1, 2008) (stating that "[o]ur business
changes constantly, and our Privacy Notice and the Conditions of Use will
change also."); Apple Consumer Privacy Policy, APPLE, http://www.apple.c
om/privacy (last updated June 21, 2010) (warning that "Apple may update its
Privacy Policy from time to time."); Barnes & Noble Privacy Policy, BARNES &
(last
http://www.barnesandnoble.com/help/cds2.asp?PID=25560
NOBLE,
updated Feb. 5, 2010) (noting that "Barnes & Noble reserves the right to
modify or amend this Privacy Policy at any time. . . .").
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those guaranteed in library confidentiality statutes.58
3.

Reader Privacy as an Issue in CurrentLitigation

The controversy over whether reader privacy protections
should be preserved in the age of the e-book was recently brought
to the forefront when a group of authors sued Google for copyright
infringement after Google undertook efforts to digitize millions of
books and make them available on its web site.59 In October 2008,
the litigants agreed to settle the case and submitted a jointly
prepared settlement agreement to the court for its approval.60 The
ALA and several civil liberties groups filed briefs with the court,
both in opposition to and in favor of the settlement, but with each
requesting that the court add reader privacy protections to the
final order. 6 ' Additionally, each group sought to represent the

58. See, e.g., Google Privacy Policy, supra note 57 (stating that Google will
provide Google Books records to the government based solely on its own "good
faith belief' that disclosure is "reasonably necessary" and without notice to the
reader).
59. Authors Guild, Inc., v. Google, Inc., No. 05-cv-08136 (S.D.N.Y. filed Sep.
20, 2005).
60. See Proposed Settlement Agreement, Authors Guild, Inc. v. Google, Inc.,
at
available
2008),
28,
Oct.
(S.D.N.Y.
05-cv-01836
No.
http://www.authorsguild.org/advocacy/articles/settlement-resources.attach
ment/settlement/Settlement%20Agreement.pdf (containing the parties' initial
terms of settlement).
61. See Motion to Intervene at 12-13, Authors Guild, Inc. v. Google, Inc.,
at
available
2009),
4,
Sept.
(S.D.N.Y.
05-cv-08136
No.
EPIC
[hereinafter
http://epic.org/privacy/googlebooks/EPIC-Brief-GBS.pdf
Brief] (arguing that the settlement does not guarantee reader privacy
protection and thus violates readers' right to read anonymously); Privacy
Authors and Publishers' Objection to Proposed Settlement at 20-21, Authors
Guild, Inc. v. Google, Inc., No. 05-cv-08136 (S.D.N.Y. Sept. 8, 2009), available
at http://www.eff.org/files/filenode/authorsguildv-google/File%2OStamped%
20Brf.pdf (contending that the settlement should not be approved based on its
lack of reader privacy protections); Letter from Pamela Samuelson, Professor
of Law at Univ. of Cal. at Berkeley School of Law, to Hon. Denny Chin (Sept.
http://www.openbookalliance.org/wp-cont
at
available
2009),
3,
ent/uploads/2009/09/academic-author-letter-090309.pdf [hereinafter Academic
Author Objections] (objecting to the settlement based upon reader privacy
concerns and other grounds); Brief for The Ctr. for Democracy & Tech. in
Support of Approval of the Settlement and Protection of Reader Privacy as
Amici Curiae Supporting Respondents at 11-14, Authors Guild, Inc. v. Google,
available at
4, 2009),
Sept.
(S.D.N.Y.
No. 05-cv-08136
Inc.,
http://www.cdt.org/files/pdfs/CDT-GoogleAmicusFinal_5.pdf [hereinafter CDT
Brief] (supporting approval of the settlement but also urging the addition of
reader privacy protections to it); Libr. Ass'n Comments on the Proposed
Settlement at 11-14, Authors Guild, Inc. v. Google, Inc., No. 05-cv-08136
available at http://wo.ala.org/gbs/wp2009),
4,
May
(S.D.N.Y.
content/uploads/2009/05/googlebrieffinal.pdf (arguing for ongoing court
oversight of the implementation of the settlement agreement to address reader
privacy and other concerns).

186

The John MarshallLaw Review

[45:175

interests of e-book readers in the litigation. 62
In November 2009, the litigants withdrew the original
settlement agreement and filed an amended version with the
court.63 The court preliminarily approved the amended settlement
on November 19, 2009.64 The amended settlement agreement,
however, did little to satisfy reader privacy advocates. 65 On March
22, 2011, the court rejected the amended settlement agreement,
citing various concerns, including reader privacy issues, in support
of its decision.66 The parties to the suit are now left to decide
whether to revise and re-submit the settlement agreement a third
time, litigate the original suit, appeal the court's rejection of the
amended settlement agreement, or abandon the suit altogether.6 7
With reader privacy concerns currently in the spotlight, an
analysis of the topic is appropriate and timely.
III. ANALYSIS
In this section, this Comment argues that unregulated
collection, use, and disclosure of reader habit information by ebook providers represents a serious threat to reader privacy.
Additionally, it contends that reader privacy is a constitutionallyprotected right and that the use of copyright law and the judicial
system to assist in the abridgment of that right amounts to
impermissible state action. Furthermore, the Comment maintains
that copyrights can be enforced without sacrificing reader privacy.
Finally, it argues that since e-book providers are taking on the
functions once performed by public libraries, they should be
required to provide similar privacy protections to readers.

62. See supra note 61 and accompanying text (indentifying a number of
motions and briefs filed in the Google Books litigation by nonparties-each
seeking to represent the interests of e-book readers in the case).
63. See Amended Settlement Agreement, supra note 18 (containing revised
settlement terms and conditions).
64. Authors Guild, Inc. v. Google, Inc., No. 05-cv-08136 (S.D.N.Y. Nov. 19,
2009), available at http://static.googleusercontent.comlexternalcontent
/untrusted dcp/www.googlebooksettlement.comlen/us/05CV8136-20091119.pd
f (order granting preliminary approval of the amended settlement agreement).
65. See Miguel Helft, Despite Changes, Many Still Oppose Google Books
Deal, N.Y. TIMES BITS BLOG (Jan. 28, 2010, 4:17 PM), http://bits.blogs.nytim
es.com/2010/01/28/despite-changes-many-still-oppose-google-books-deal (citing
to multiple sources regarding objections to the Amended Settlement
Agreement premised on reader privacy concerns).
66. See Authors Guild, Inc. v. Google, Inc., 770 F. Supp. 2d 666, 686
(S.D.N.Y. 2011) (denying final approval of the amended settlement
agreement).
67. Jonathan Band, A Guide For the Perplexed PartIV.- The Rejection of the
Google Books Settlement, LIBR. COPYRIGHT ALLIANCE, Mar. 31, 2011, at 2,
http://www.librarycopyrightalliance.org/bm-doc/guideiv-final-l.pdf.
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The Collection, Use, and Disclosure of Reader Habits by EBook Providers Is a Threat to Reader Privacy

How Reading Habit Information Can Be Misused

Without limitations on the disclosure of reader habits by ebook providers, this information could end up in the hands of the
government, health insurers, divorcing spouses, or other third
parties via subpoenas.6 8 Health insurers could utilize a reader's
selection of books about treating chronic back pain as support for
their decision to deny health coverage to that individual.69 A
divorcing spouse could subpoena Apple to obtain evidence that her
soon to be ex-husband read a book on his iPad about hiding assets
offshore. 70 The Department of Homeland Security could request
from Amazon a list of all Kindle owners who read an e-book
written by a radical Islamic cleric to create a terrorism suspect
list.7 ' The potential to misuse reader habit information is limited
only by the imaginations of those with whom it is shared.
2. There Is a History of the Government and Others Attempting to
Obtain Reader Habit Information
The possibility of third parties seeking reader habit
information is more than mere speculation. The government and
third parties have already targeted libraries and other online
aggregators of information.7 2 Between 2001 and 2005, libraries
68. See EFF Brief, supra note 1, at 4-5. See also FED. R. CIV. P. 26(b)(1)
(permitting parties to a lawsuit to "obtain discovery regarding any nonprivileged matter that is relevant to any party's claim or defense"); FED. R.
CIV. P. 45(a)(1)(D) (stating that "[a] command in a subpoena to produce
documents, electronically stored information, or tangible things requires the
responding party to permit inspection, copying, testing, or sampling of the
materials.").
69. The use of information beyond that found in a potential insured's
application and medical records to discriminate against individuals has
greatly troubled Congress, resulting in the passage of laws designed to prevent
the use of this information by insurers. See, e.g., Genetic Information
Nondiscrimination Act of 2008, tit. I, Pub. L. No. 110-233, 122 Stat. 881 (2008)
(codified as amended in scattered sections of 29 U.S.C. and 42 U.S.C.)
(prohibiting the use of DNA test results in the underwriting of insurance).
70. See Declan McCullagh, FAQ: When Google is Not Your Friend, ZDNET
NEWS (Feb. 3, 2006), http://www.zdnet.com/news/faq-when-google-is-not-yourfriend/146633 (speculating that attorneys would soon utilize subpoenas to
obtain search histories from Google for use in divorce proceedings).
71. See Miles Benson, In the Name of Homeland Security, Telecom Firms
Are Deluged With Subpoenas, GLOBAL RESEARCH (Dec. 30, 2005),
http://www.globalresearch.calindex.php?contextva&aid=1677
(noting
a
substantial increase in the volume of subpoenas that online service providers
have received from law enforcement agencies since the passage of the USA
PATRIOT Act).
72. See David Johnston & Eric Lipton, U.S. Report to Fault F.B.I on
Subpoenas, N.Y. TIMES Mar. 9, 2007), http://www.nytimes.com/2007/03/09/
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were contacted by law enforcement officials seeking information on
patrons at least two hundred times.73 In 2006, AOL received
almost one thousand requests per month for information on
subscribers in criminal and civil cases. 74 In 2005, the Department
of Justice requested every single Google search inquiry for a period
of two months. 75 In 1997, the Drug Enforcement Agency
subpoenaed Ronin Publishing for the names and addresses of all
Arizona residents who purchased books on hydroponics. 76
3. The Intentions of the Reader Habit Information Collector Are
Only PartiallyRelevant
Those who support the unrestricted ability of e-book providers
to collect reader habit information point out the voluntary efforts
that Google, Amazon, Barnes & Noble, Apple, and others have
78
made to address reader privacy concerns7 7 and to "not be evil."
While the intentions of e-book providers to do the right thing are
laudable, e-book providers cannot control the actions of the
government or third parties. History is filled with examples of
information that was collected for proper reasons and later
misused.7 9
washington/09attorneys.html (indicating that the Federal Bureau of
Investigations has issued more than 20,000 national security letters [a form of
administrative subpoena] every year since the enactment of the USA
PATRIOT Act in 2001).
73. See Eric Lichtblau, F.B.I., Using Patriot Act, Demands Library's
Records, N.Y. TIMES, Aug. 26, 2005, http://www.nytimes.com/2005/08/26/
politics/26patriot.html (stating that the F.B.I. utilized national security papers
to obtain information concerning library patrons, reading materials, and
patrons' use of the internet").
74. Saul Hansell, Online Trail Can Lead to Court, N.Y. TIMES, Feb. 4, 2006,
http://query.nytimes.com/gst/fullpage.html?res=9BO3E5D7163EF937A3
5751COA9609C8B63.
75. Gonzales v. Google, Inc., 234 F.R.D. 674, 679 (N.D. Cal. 2006).
76. PublisherFights DEA on Book Buyers' Names, CONTRA COSTA TIMES,
Oct. 30, 1997, at A9.
77. See, e.g., Google Books Privacy Policy, supra note 14 (highlighting "key
provisions of the main Google Privacy Policy in the context of the Google
Books service," describing "privacy practices specific to the Google Books
service," and listing "planned privacy practices for services proposed in the
Google Books legal settlement").
78. See Our Company Philosophy, GOOGLE, http://www.google.com/corpo
rate/tenthings.html (last visited Sept. 5, 2011) (proclaiming one of Google's ten
core principles to be that "[y]ou can make money without doing evil.").
79. See, e.g., J.R. Minkel, Confirmed: The U.S. Census Bureau Gave Up
Names of Japanese-Americans in WW II, ScI. AM., Mar. 30, 2007,
http://www.scientificamerican.comlarticle.cfm?id=confirmed-the-us-census-b
(confirming that census data was improperly utilized by the Secret Service to
intern Japanese-Americans during World War II); Concerns Raised About
Potential IRS Sharing of ITIN-related Information, IMMIGRANT RIGHTS
UPDATE, Feb. 17, 2004, http://www.nilc.org/immsemplymnt/wkplce-enfrcmn
t/wkplcenfrc0l9.htm (alleging that agents in the office of the U.S. Treasury
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B. Reader Privacy Is a Constitutionally-ProtectedRight That Is
Infringed by E-book Reader Tracking
Although the Supreme Court has never explicitly endorsed
the idea, legal scholars have long argued that reader privacy is
implicitly guaranteed by the First Amendment of the U.S.
Constitution.8 0 This conclusion is based on the fact that
surveillance of reader habits inhibits both the creation and
reception of constitutionally-protected speech. 81
1. Reader Tracking Chills Expression
The chilling effect of tracking what one reads has been noted
by courts and demonstrated in one recent study. 82 A Virginia book
store received a grand jury subpoena for Monica Lewinsky's book
purchases by the Office of Independent Council and was thereafter
informed by many of its loyal customers that they would no longer
shop there if the store disclosed her book purchase records.83 A
federal district court acknowledged that without the ability to
remain anonymous, many individuals will not read sexually
explicit materials online. 84 One study found that 8.4% of Muslim
Americans changed their online reading habits after 9/11 because
they believed they were being watched by the government.8 5
Inspector General for Tax Administration [TIGTA] improperly used the names
of persons who used individual taxpayer identification numbers [ITINs] when
filing their income tax returns as a basis for targeting investigations); Lynette
Clemetson, Homeland Security Given Data on Arab-Americans, N.Y. TIMES,
July 30, 2004, http://www.nytimes.com/2004/07/30/politics/30census.html
(discussing the propriety of the Census Bureau providing the Department of
Homeland Security with information about the physical location of ArabAmericans).
80. See, e.g., Cohen, supra note 27, at 1003 (contending that the right to
read anonymously is more deeply engrained in our heritage than the right to
speak anonymously); Eric Robertson, Comment, A Fundamental Right to
Read: Reader Privacy Protections in the U.S. Constitution,82 U. COLO. L. REV.
307, 324-30 (2011) (arguing that a distinct fundamental right to reader
privacy arises from the First Amendment right to receive information and
ideas).
81. Cohen, supra note 27, at 1008.
82. See EFF Brief, supra note 1, at 2 (asserting that "[tihis chilling effect,
which is well documented in contexts involving physical books, serves as the
basis for a long line of legal precedents, statutes, and policies strongly
protecting reader privacy.").
83. In re Grand Jury Subpoena to Kramerbooks & Afterwords Inc., 26
MEDIAL. REP. (BNA) 1599, 1600 (D.D.C. 1998).
84. ACLU v. Gonzales, 478 F. Supp. 2d 775, 805-06 (E.D. Pa. 2007)
(enjoining enforcement of the Child Online Protection Act [COPA] on First and
Fifth Amendment grounds because the statute was not narrowly tailored to
Congress's
compelling
interest
of protecting
minors
and
was
unconstitutionally vague and overbroad).
85. Dawinder S. Sidhu, The Chilling Effect of Government Surveillance
Programs on the Use of the Internet by Muslim-Americans, 7 UNIV. MD. L.J.
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The constitutional right to express ideas is equally impacted
by reader tracking. It is likely that authors will be hesitant to
write about controversial topics when they know the research they
perform in support of their arguments is being tracked.86 Because
people are less likely to read controversial works when they know
they are being watched, the market for controversial works is
likely to shrink.87 A diminished market will result in lower
revenues for publishers and authors, making authors less likely to
produce these works.88 Thus, reader tracking has a chilling effect
on both the reader and the author.
2.

Telling People They Can Choose an Alternative Source Is No
Solution

Some commentators have suggested that readers who do not
wish to be tracked can simply choose alternatives, such as reading
paper books or using e-book providers that do not track usage.8 9
This suggestion may not be feasible. Almost all leading e-book
providers gather reader habit information.90 Many current and
future titles will only be released electronically.91 Thousands of
RACE RELIGION GENDER & CLASS 375, 391 (2007).
86. The brief filed by privacy authors and publishers in opposition to the
Google settlement illustrates this point by stating:
[A]uthor Ayelet Waldman may want to be able to research deadly
weapons for one of her mystery novels, without fear that the
government will learn of it and suspect her of criminal activity. When
Jonathan Lethem researches a disease like Tourette's Syndrome for his
novel Motherless Brooklyn, he does not want his insurance company to
be able to discover that information in a lawsuit and to draw improper
assumptions from it.
EFF Brief, supra note 1, at 16.
87. See Lamont, 381 U.S. at 308 (concluding that if individuals were forced
to identify themselves to receive controversial materials, "[i]t would be a
barren marketplace of ideas that had only sellers and no buyers.").
88. See EFF Brief, supra note 1, at 16 (noting that "[t]he price of this
reluctance to be tracked will be shrinking readership and, in turn, shrinking
revenue for the Privacy Authors and Publishers.").
89. Dolores Parker, E-book Buyer's Privacy Guide - Reading Isn't Solo
PM),
2:06
2010,
28,
(Jan.
SQUAD
DOWNLOAD
Anymore,
http://www.downloadsquad.com/2010/01/28/e-book-buyers-privacy-guidereading-isnt-solo-anymore.
90. See Ed Bayley, An E-Book Buyer's Guide to Privacy, ELECTRONIC
FRONTIER FOUND. DEEPLINKS BLOG (Dec. 21, 2009, 5:07 PM),
(containing a chart
http://www.eff.org/deeplinks/2009/12/e-book-privacy
indicating what information each of the five market leading e-book providers
collect about reader habits).
91. See Ken Auletta, Publish or Perish: Can the iPad Topple the Kindle,
and Save the Book Business?, THE NEW YORKER, Apr. 26, 2010,
_auletta
http://www.newyorker.com/reporting/2010/04/26/100426fafact
(exploring how the advent of electronic readers and companies like Apple and
Amazon are changing the traditional business models companies use to sell
and distribute books).
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titles in Google Books are out of print or "orphan" editions that
cannot be found elsewhere. 92 As the supply of paper books
dwindles and the portfolio of e-books expands, libraries are simply
subscribing to online services to enhance their collections. 93
Even if there were feasible alternatives to e-book providers
that track reading habits, readers should not be forced to seek
them out. The U.S. Supreme Court has made it clear that, when it
comes to the exercise of one's First Amendment rights, the
existence of an alternative means of expression or the reception
thereof is no excuse for permitting the abridgement of one's
rights. 94

3. Permitting the Abridgement of the Right to Reader Privacy Is
State Action
The violation of a constitutionally-protected right requires
some form of state action.9 5 Since e-book providers are private
corporations, the linkage between their abridgement of reader
privacy rights and government action is a significant hurdle to
overcome for those hoping to challenge the constitutionality of
reader tracking in court.96 State action may be found, however, in
the fact that e-book providers have leveraged a governmentgranted, limited monopoly and the legal system to further the
abridgement of reader privacy rights.
Copyright law provides authors and their agents (in this case,
e-book providers) with the rights necessary to control the use and
distribution of their works.97 Thus, a copyright is essentially a
92. Miguel Helft, Google's Plan for Out-of-Print Books is Challenged, N.Y.
http://www.nytimes.com/2009/04/0
2009,
Apr.
4,
TIMES,
4/technology/internet/04books.html.
93. See, e.g., Pat Tully, 1998-2009: How Libraries Have Changed,
WESLEYAN UNIV. BLOG (Nov. 13, 2009), http://ptully.blogs.wesleyan.edu/
2009/11/13/over-the-past-10-years-how-libraries-have-changed (noting that
spending for electronic resources has now risen to sixty percent of acquisitions
and spending for electronic services has now risen to eighty percent of
subscriptions).
94. Va. State Bd. of Pharmacy v. Va. Citizens Consumer Council, Inc., 425
U.S. 748, 757 n.15 (1976) (proclaiming, "[wie are aware of no general principle
that freedom of speech may be abridged when the speaker's listeners could
come by his message by some other means .... ); Schneider v. New Jersey,
308 U.S. 147, 163 (1939) (holding "[o]ne is not to have the exercise of his
liberty of expression in appropriate places abridged of the plea that it may be
exercised in some other place.").
95. The Civil Rights Cases, 109 U.S. 3, 11 (1883).
96. See Cohen, supra note 27, at 1019 (noting the difficulty in finding state
action in the abridgement of reader privacy rights by private book sellers).
97. See 17 U.S.C. § 106 (2002) (stating that "the owner of copyright under
this title has the exclusive rights to do and to authorize any of the following:
(1) to reproduce the copyrighted work in copies or phonorecords; ... (3) to
distribute copies or phonorecords of the copyrighted work to the public by sale
or other transfer of ownership, or by rental, lease, or lending. . . .").
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limited monopoly granted to the author (and/or his agents or
assignees) by the federal government.9 8 If this limited monopoly is
utilized for the purposes of abrogating First Amendment rights,
however, then it is arguably state action.99
Furthermore, courts are being asked to adjudicate disputes
between e-book providers and copyright holders that implicate the
constitutionally-protected right of reader privacy. 00 If a court
produces a ruling, such as the approval of a settlement agreement,
that permits the abridgement of a constitutionally-protected right,
then this is state action. 101
C. Copyrights Can Be Enforced Without Sacrificing
Reader Privacy
Under the Copyright Act of 1976, an author, or his agent, has
a right to control the public distribution of his work.102 E-book
providers have attempted to justify reader tracking as a
mechanism necessary to enforce copyrights in a digital
environment.103 In support of this argument, they point to the fact
that their licensing agreements with copyright holders require
them to utilize digital rights management technologies as a
condition of use.104
This argument might be persuasive if e-book providers only

98. Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417, 429
(1984); BLACK'S LAW DICTIONARY 337-338 (7th ed., West 1999).
99. See Martin A. Schwartz & Erwin Chemerinsky, Dialogue on State
Action, 16 TOURO L. REV. 775, 788 (2000) (discussing the contours and
probable scope of the "public function" theory of state action).
100. E.g., Authors Guild, Inc. v. Google, Inc., 770 F. Supp. 2d 666 (S.D.N.Y.
2011) (exemplifying the adjudication by a federal court of a dispute between
two private parties in which the outcome substantially impacts reader
privacy).
101. See Cohen v. Cowles Media Co., 501 U.S. 663, 668 (1991) (holding that
the application of a state law of promissory estoppel in a manner alleged to
restrict First Amendment freedoms constitutes "state action" under the
Fourteenth Amendment); New York Times Co. v. Sullivan, 376 U.S. 254, 265
(1964) (holding that the application of a state libel law that imposes invalid
restrictions on constitutional freedoms of speech and press constitutes "state
action" under the Fourteenth Amendment).
102. Harper & Row Publishers, Inc. v. Nation Enter., 471 U.S. 539, 547
(1985).
103. See, e.g., Google Books Privacy Policy, supra note 14 (stating, "[tlo fulfill
contractual commitments to rightsholders who license us books, we use log
information (including IP address and cookie from the user's browser but not
including user account information) to enforce security limits .... ).
104. See, e.g., Amended Settlement Agreement, supra note 18, at
Attachment D (requiring that "Google shall use commercially reasonable
efforts to authenticate individual End Users purchasing access to individual
Books through the use of account login or other equivalent method. An End
User that is logged in will be identified as an Identified User based upon such
End User's login account information.").

2011]

Revisiting Reader Privacy

193

used reader tracking information to enforce copyrights and for no
other purpose. But as demonstrated in Part II, e-book providers
have reserved the right to utilize this information for other
purposes (e.g., advertising) as well as to share it with others. 0 5
Furthermore, there is nothing stopping e-book providers from
tracking the habits of readers of non-copyrighted materials (e.g.,
works in the public domain) or those accessing copyrighted
materials as a fair use. 0 6
The argument that user tracking is necessary to enforce
copyrights is based on the flawed premise that knowing the
individual reader's identity is necessary to accomplish copyright
enforcement. 107 There are anonymous payment technologies,
however, that allow one to control the use of copyrighted works
without requiring that the reader identify himself or herself.108
These technologies could be used by e-book providers to satisfy the
need of copyright owners to get paid while simultaneously
maintaining reader privacy.

105. See, e.g., Google Privacy Policy, supra note 57 (stating that "Google uses
the DoubleClick advertising cookie on AdSense partner sites and certain
Google services [including Google Books] to help advertisers and publishers
serve and manage ads across the web" and that user information may also be
shared with "affiliated companies or other trusted businesses" or the
government); Amended Settlement Agreement, supra note 18, at 49 (reserving
for Google the right to advertise next to e-book text).
106. See Julius Melnitzer, Policing the New DigitalBorders, LEXPERT, Nov.http://www.hayeselaw.com/
at
available
at
3-4,
2006,
Dec.

POLICING%20THE%20NEW%20DIGITAL%20BORDERS.pdf

(describing

how the technological protection mechanisms utilized by copyright owners
may restrict access to works in the public domain and/or prohibit users from
exercising their fair use rights). The privacy policies of Google, Apple,
Amazon, and Barnes & Noble fail to indicate that reader activity tracking is
not performed for works in the public domain (i.e., there is no indication that
the copyright status or type of use of an e-book in any way changes whether
and/or how reader activity is tracked). Google Privacy Policy, supra note 57;
Apple Consumer Privacy Policy, supra note 57; Amazon.com Privacy Policy,
supra note 57; Barnes & Noble Privacy Policy, supra note 57.
107. See John D. Shuff & Geoffrey T. Holtz, Copyright Tensions in a Digital
Age, 34 AKRON L. REV. 555, 555 (2001) (stating that a copyright is considered
primarily an economic right). The supposed necessity of authenticating the
reader is based primarily upon the assumption that a payer must be identified
in order for a payment to be processed, but this may not be the case. See supra
note 103 and accompanying text (identifying anonymous payment
technologies).
108. See, e.g., Methods and Apparatus for Providing User Anonymity in
Online Transactions, U.S. Patent No. 7,693,283 (filed Aug. 14, 2006) (issued
Apr. 6, 2010); Method of and System for Effecting Anonymous Credit Card
Purchases over the Internet, U.S. Patent No. 7,376,629 (filed Apr. 3, 2001)
(issued May 20, 2008).
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D. A Change in Context Should Not Result in a Loss of Protections
Authors and publishers of electronic content have resisted
government regulation of their activities.109 In many ways,
however, e-book providers have taken on the role that public
libraries once performed in our society. The phrase that reader
privacy advocates use to describe this transition is that e-book
providers are "stepping into the shoes" of librarians.1 10
1. Ways in Which E-Book ProvidersAre "Steppinginto the Shoes"
of Librarians
There are at least three ways e-book providers are
supplanting libraries as sources of literary works. First, some ebook providers actually obtain the contents of works from public
institutions. In the case of Google Books, for instance, it is mostly
library books which are currently available to the public at large
that are being scanned into Google's collection.111 Thus, Google has
relied on the efforts of publicly-supported institutions to develop a
commercial for-profit offering. 112
Second, e-book providers enjoy near monopolistic market
status. 113 Given the resources that Google has expended in
109. See, e.g., Reply Comments of Joint Creators and Copyright Owners,
U.S. Copyright Office Docket No. RM 2008-8, at 23-70 (filed Feb. 2, 2009),
http://www.copyright.gov/1201/2008/responses/associationat
available
american-publishers-47.pdf (describing the opposition of electronic content
creators and publishers to almost all attempts to add new exemptions to the
Digital Millennium Copyright Act [DMCA] that would permit consumers to
circumvent copyright protection systems for public policy reasons); Reply
Comments of the Ass'n of Am. Publishers, U.S. Copyright Office Docket No.
2003),
available at
20,
Feb.
16
(filed
at
RM
2002-4,
http://www.copyright.gov/1201/2003/reply/026.pdf (commenting that "[w]ith so
much private sector activity directed at competitively and cooperatively
addressing consumer concerns and needs regarding e-books, there simply is no
justification for the Government to interfere with that marketplace .... ).
110. E.g., CDT Brief, supra note 61, at 5 ("[This] puts Google in the shoes of
a vital American institution, the library."); Academic Author Objections, supra
note 61, at 7 ("[The company has so far refused to stand in the shoes of
librarians with respect to duties of patron confidentiality.").
111. E.g., Norman Oder, Affidavit Says 12 Million Books Digitized, $2.5
Million a Year Spent on Metadata, LIBR. J., Feb. 12, 2010, http://www.libr
aryjournal.com/article/CA6718929.html (noting that as of February 2010,
Google had scanned more than twelve million library books into its collection).
A list of the twenty-one libraries that have partnered with Google to provide
content for its collection can be found on the Google Books web site. Google
Books Library Partners, GOOGLE, http://books.google.com/googlebooks/
partners.html (last visited Sept. 5, 2011).
112. See EFF Brief, supra note 1, at 19 ("Google [is] convert[ing] public
library books into a private set of services.").
113. See, e.g., Cory Doctorow, Google Book Search Settlement Gives Google a
Virtual Monopoly Over Literature,BOING BOING (Apr. 17, 2009), http://boingb
oing.net/2009/04/17/google-book-search-s-1.html (discussing Google's monopoly
on "orphan" works); Rory Maher, Amazon's Big Kindle Cave Could Threaten
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developing its enormous collection, a competitor is unlikely ever to
challenge it.114 When a small number of entities control the
distribution of large amounts of information to the public,
government often increases regulation to ensure that First
Amendment rights are maintained. 15
Finally, public libraries are purchasing less paper books and
increasingly providing patrons with access to e-book provider
collections via institutional subscriptions.11 6 Since patrons are
accessing these e-books from a public library, the requirements of
library confidentiality statutes, which prohibit disclosure of reader
habit information, may apply to e-book service providers via the
agreements they have with libraries." 7
2. The Futureof Reading in the E-Book Age
It is not difficult to imagine that in the not-so-distant future,
it will be nearly impossible for a reader to access literary works in
any manner except through e-book providers-even when utilizing
a public institution such as a library.118 The relevant question
Its E-Book Monopoly, TBI RESEARCH (Feb. 1, 2010), http://www.businessinsi
der.comlamazon-caving-will-mean-short-term-profits-but-could-put-its-e-bookstronghold-at-risk-2010-2 (characterizing Amazon's ninety percent market
share as a monopoly).
114. See Statement of Interest by the U.S. Department of Justice Regarding
the Proposed Settlement at 16-26, Authors Guild, Inc. v. Google, Inc., No. 05at
18,
2009),
available
(S.D.N.Y.
Sept.
CV-8136
http://thepublicindex.org/docs/letters/usa.pdf (objecting to the Google Books
Settlement on anti-trust grounds because the barriers to entry for potential
competitors are so formidable).
115. See Columbia Broad. System, Inc. v. Democratic Nat. Comm., 412 U.S.
94, 101 (1973) ("Because the broadcast media utilize a valuable and limited
public resource, there is also present an unusual order of First Amendment
values."); DON R. PEMBER & CLAY CALVERT, MASS MEDIA LAW 593 (17th ed.
2011) (contending that the natural scarcity of radio spectrum, which led to the
concentration of power over information delivered via this medium among
relatively few players, is thought to justify greater government regulation and
oversight).
116. Andrew Richard Albanese, Moving from Books to Bytes, LIBR. J., Sept.
1, 2001, http://www.libraryjournal.comlarticle/CA152765.html.
117. See Intell. Freedom Comm., Questions and Answers on Privacy and
Confidentiality, Am. LIBR. ASS'N, http://www.ala.org/Template.cfm?Section=
interpretations&Template=/ContentManagement/ContentDisplay.cfm&Conte
ntID=15347 (last visited Sept. 5, 2011) (stating that "[t]hird parties are not
bound by library confidentiality statutes or other laws protecting the privacy
of user records," so "[1]ibraries need to ensure that contracts and licenses [with
third party information service providers] reflect their policies and legal
obligations concerning user privacy and confidentiality.").
118. See John Walsh, E-books: The End of the Word As We Know It, THE
INDEPENDENT, Oct. 7, 2010, http://www.independent.co.uk/arts-entertainme
nt/books/features/is-the-publishing-industry-doomed-2099796.html
(chronicling the rise of e-books and the potential demise of the traditional book
publishing industry).
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raised is whether we, as a society, are willing to accept the loss of
the reader privacy rights we have enjoyed in the past simply
because the format of works has changed from the written word to
the e-book reader.119 When considering the importance of the
fundamental freedoms that are at stake, logic dictates that the
protections currently afforded to library patrons should be
extended to e-book readers.
IV. PROPOSAL

Having established the critical importance of reader privacy
to free expression and the threat created by unrestricted reader
tracking by e-book providers, this Comment turns to the question
of what should be done to preserve this fundamental right in the
age of the e-book.
A. PotentialResolutions to the Reader Privacy Issue

A number of potential responses to the erosion of reader
privacy protections might be suggested. Industry self-regulation is
one option. Under this theory, the looming threat of government
regulation will prod e-book providers into developing and enforcing
reader privacy standards.1 20 Because of the enormous economic
rewards for leveraging consumer behavior information, previous
self-regulatory efforts in the information privacy space produced
limited success. 121

Independent third party certification and verification of ebook provider privacy practices is another possibility. Online
119. As EPIC, commenting on the proposed Google Books settlement, stated:
Thus the settlement would transfer detailed personal information that
has been subject to some of the best privacy laws and practices in the
United States and make it available to once [sic] company that already
has more information about the interests of Internet users than any
other organization in the world in a way that is without precedent and
without constraint.
EPIC Motion, supra note 61, at 14.
120. See Joel R. Reidenberg, Restoring Americans' Privacy in Electronic
Commerce, 14 BERKELEY TECH. L.J. 771, 789 (1999) (observing that "[djuring
the debate over self-regulation, U.S. industry took privacy more seriously only
when government threats of regulation were perceived as credible."); Peter P.

Swire, Markets, Self-Regulation, and Government Enforcement in the
Protection of Personal Information, in Privacy and Self-Regulation in the
Information Age, U.S. DEPT. OF COMMERCE, Aug. 15, 1997, at 3-11,
http://ssrn.com/abstract=11472 (arguing that industry members might
rationally prefer an unregulated market in which they can sell personal
information to a self-regulated market, and therefore only the threat of
mandatory government regulation can induce them to self-regulate).
121. See Chris Jay Hoofnagle, Privacy Self Regulation: A Decade of
Disappointment, ELECTRONIC PRIVACY INFO. CTR., Mar. 4, 2005, at 9-11,
http://epic.org/reports/decadedisappoint.pdf (chronicling ten years of failed self
regulatory regimes in the information privacy space).
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"privacy seal" programs have been established for that very
purpose.122 With these programs, a certifying authority examines
an applicant's privacy policy and information handling practices. If
they meet certain predefined standards, the applicant is permitted
to display the certifying authority's seal on its web site.123
However, research indicates that because certifying bodies are
lackadaisical in their enforcement of program requirements, the
privacy practices of seal holders are no better than those of
nonmembers.124 Yet consumers perceive seal holders (unjustifiably
so) as being more protective of their privacy.125
Market regulation is another potential solution. This
approach is premised on the notion of privacy as a negotiable
item.126 A willing consumer trades some aspect of privacy as part
of the transaction for goods or service. 127 However, there is a
disparity in bargaining power between e-book providers and
individual consumers, who are essentially given the choice
between using the service as is or not using it at all.128
Furthermore, competition is much less of a change agent when
there is an oligopoly of players in the industry.129
Another option is for civil libertarian groups to aggressively
intervene in legal disputes implicating reader privacy.1 0 This is
essentially what has been done in the Google Books case.131 The
122. See Online Privacy Seal Programs, U.S. CHAMBER OF COMMERCE,
http://www.uschamber.com/issues/technology/online-privacy-seal-programs
(last visited Sept. 5, 2011) (describing the four most recognized online privacy
seal programs).
123. Brian K. Markert, Comparison of Three Online Privacy Seal Programs,
SANS INSTITUTE 4 (2002), http://www.sans.org/reading-room/whitepapers/
privacy/comparison-online-privacy-seal-programs 685.
124. Anthony D. Miyazaki & Sandeep Krishnamurthy, Internet Seals of
Approval: Effects on Online Privacy Policies and Consumer Perceptions, 36 J.
CONSUMER AFFAIRS 28, 42 (2002), available at http://ssrn.com/abstract=650
003.

125. Id. at 46.
126. Peng Hwa Ang, The Role of Self-Regulation of Privacy and the Internet,
1 J. INTERACTIVE ADVER. 1, 3 (2001), availableat http://jiad.org/download?p=8.
127. Id.
128. Daniel D. Barnhizer, PropertizationMetaphors for Bargaining Power
and Control of the Self in the Information Age, 54 CLEVELAND L. REV. 69, 71

(2006).
129. See Thomas A. Piraino, Jr., Regulating Oligopoly Conduct Under the
Antitrust Laws, 89 MINN. L. REV. 9, 18 (2004) (explaining that, under the
Nash Equilibrium theory, players in an oligopoly are not likely to change
practices for fear that this will invite aggressive competition from the other
players in the industry).
130. See FED. R. CIV. P. 24(a)(2) (2006) (permitting intervention by any party
who "claims an interest relating to the property or transaction that is the
subject of the action, and is so situated that disposing of the action may as a
practical matter impair or impede the movant's ability to protect its interest,
unless existing parties adequately represent that interest.").
131. See supra note 61 and accompanying text (discussing the briefs filed by
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problem with this. approach is that unless a court is involved in a
dispute that implicates reader privacy issues, it will have no
jurisdiction to intervene in the matter. 132
Extending state library confidentiality laws to apply to e-book
providers is an option that has been suggested by at least one
librarian. 133 However, such laws are not uniform.134 Furthermore,
it is questionable whether individual states can regulate what is
largely an intrastate activity under the Dormant Commerce
Clause of the U.S. Constitution. 3 5
Another option is to leverage the e-book providers' own
privacy policies as a reader privacy protection enforcement
mechanism. Some e-book providers' privacy policies state that
changes will not be made that lessen user privacy without the
user's expressed consent.136 The FTC can utilize the FTC Act to
prevent an e-book provider from amending its privacy policy to
offer readers less protection. 137 The problem, however, is that
existing privacy policies fall short of providing adequate reader
privacy protections.138
EFF, CDT, EPIC, ALA, and Open Book Alliance with the court seeking
intervention to represent the interests of readers in the Google Books case).
132. See U.S. CONST. art. III, § 2, cl. 1 (requiring the existence of a "case or
controversy" as a prerequisite to judicial branch intervention); Flast v. Cohen,
392 U.S. 83, 94-95 (1968) (explaining the meaning and scope of the "case or
controversy" clause).
133. Anne Klinefelter, Library Standardsfor Privacy:A Model for the Digital
World?, 11 N.C. J.L. & TECH. 553, 561 (2010).
134. See NCCUSL Acts - List, UNIFORM L. COMM'N, http://www.nc cusl.org
(last visited Sept. 5, 2011) (demonstrating the absence of a model state library
confidentiality statute). In lieu of a uniform law, the library confidentiality
statutes of all forty-eight states that have enacted them are different. See
State Privacy Laws Regarding Library Records, supra note 34, at 7 (linking to
the text of all existing state library confidentiality statutes).
135. See Dan L. Burk, How State Regulation of the Internet Violates the
Commerce Clause, 17 CATO J. 147, 153 (1997), available at http://www.ca
to.org/pubs/journal/cjl7n2/cj17n2-2.pdf (arguing that state regulation of
activity that is largely intrastate in nature is unconstitutional).
136. E.g., Google Privacy Policy, supra note 57 (stating "[w]e will not reduce
your rights under this Privacy Policy without your explicit consent.");
Amazon.com Privacy Policy, supra note 57 (stating "[w]e ... will never
materially change our policies and practices to make them less protective of
customer information collected in the past without the consent of affected
customers.").
137. See 15 U.S.C. § 45(a) (2006) (granting the FTC the power to prevent
"unfair or deceptive acts or practices"). Violation of an organization's own
privacy policy may constitute a deceptive act under the FTC Act. See, e.g., In
Re Gateway Learning Corp., 138 F.T.C. 443, 467 (2004) (finding that
Gateway's retroactive application of a materially changed privacy policy to
information it had previously collected from consumers without notifying the
affected consumers of the change was an unfair and deceptive practice in
violation of the FTC Act).
138. See supra note 58 and accompanying text (noting a substantial
deficiency in the Google Books Privacy Policy related to the standard it will
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The weakness in most of these potential solutions is that they
do not have the force of law. The maintenance of a
constitutionally-rooted right is left to private entities. There is no
guarantee that this protection will be effective or enduring. This is
insufficient when the goal is protecting a fundamental right.139
B. A Better Solution: The FederalReader Privacy Statute
Unlike the measures described above, a federal reader privacy
statute would provide nationally consistent and enforceable
protection.140 It would eliminate the need for digital readers to
challenge the actions of e-book providers in court on constitutional
grounds, where demonstrating state action is likely to be a
substantial obstacle. 4 1 It takes the task of defining the scope of
required reader privacy protections out of the hands of e-book
providers and places it into the hands of Congress, which better
represents reader interests.
What would a federal reader privacy statute look like?
Fortunately, the enactment of a federal statute that prohibits the
disclosure to third parties of records concerning individual
consumption of constitutionally-protected speech is not without
precedent. 142 The Video Privacy Protection Act (VPPA) provides a
143
good model from which to build upon.
utilize in determining whether or not to disclose personally identifiable reader
information to the government upon request).
139. See Harold J. Sullivan, Privatization of Public Services: A Growing
Threat to ConstitutionalRights, 47 PUB. ADMIN. REV. 461, 466 (1987) (arguing
that the placement of government functions in the hands of private entities
places the enforcement of constitutional rights at risk).
140. Because most e-books are delivered via the Internet (i.e., in electronic
transmissions that cross state lines), Congress should have no problem
regulating e-book providers under the authority of the Commerce Clause of
the U.S. Constitution. See Patrick J. Carleton, Note, Internet Activity and the
Commerce Clause: Expansion of Federal Subject Matter Jurisdiction and
Limitation of States'PolicePower?, 79 U. DET. MERCY L. REV. 659, 660 (2002)
("For federal legislation that derives its authority from the Commerce Clause,
the courts have found that Internet activity will satisfy an interstate
commerce jurisdictional element requirement.").
141. See supra note 96 and accompanying text (noting the difficulty of
demonstrating state action in the activities of private e-book providers).
142. See, e.g., Video Privacy Protection Act [VPPA], 18 U.S.C. § 2710 (2006)
(prohibiting unauthorized disclosure of personally identifiable video rental
records by video rental stores); Cable Communications Policy Act [CCPA], 47
U.S.C. § 551(a)-(h) (2006) (prohibiting unauthorized disclosure of personally
identifiable cable viewing records by cable television companies).
143. Although the VPPA and the CCPA provide consumers with similar
privacy protections within their respective industries, the VPPA was enacted
four years later and contains some key provisions that are notably absent from
the CCPA. Compare CCPA, 47 U.S.C. § 551(a)-(h) (2006) (enacted in 1984),
with VPPA, 18 U.S.C. § 2710 (2006) (enacted in 1988). Unlike the CCPA, the
VPPA contains a law enforcement exception requiring the existence of
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Like the VPPA, the federal reader privacy statute would
make an e-book provider liable to a customer for knowingly
disclosing to anyone personally identifiable reader information.144
This broad prohibition would be accompanied by specific
exceptions. 145 Permitted, for example, would be the disclosure of
personally identifiable reader information to the reader and to
anyone with the expressed consent of the reader.146
Additionally, the statute would permit disclosure of
personally identifiable reader information to a law enforcement
agency pursuant to a valid warrant, grand jury subpoena, or court
order. 4 7 It would also permit disclosure of personally identifiable
reader information in a civil proceeding pursuant to a court order,
but only upon a showing of a "compelling need" for the information
that cannot be accommodated by any other means and with notice
to the customer.148

The statute would include an exception for disclosure of
personally identifiable reader information to third parties incident
to the "ordinary course of business" of the e-book provider.149
However, this exception would be narrowly tailored to specific
situations to prevent abuse.o50
If an e-book provider impermissibly disclosed reader habit
information, the statute would grant any individual affected by
the disclosure a private right of action against the e-book
provider.161 The court would be permitted to award the affected
individual actual damages, punitive damages, costs, and attorneys'
probable cause and a search warrant. 18 U.S.C. § 2710(b)(2)(C). It also
includes and a provision excluding improperly disclosed records from being
admitted as evidence in a legal proceeding. Id. § 2710(d).
144. See 18 U.S.C. § 2710(b)(1) (setting forth the VPPA's general prohibition
on the disclosure of personally identifiable information by video stores).
145. See id. § 2710(b)(2) (containing the VPPA's exceptions to its general
prohibition on disclosure of personally identifying information).
146. See id. § 2710(b)(2)(A)-(B) (stating that the VPPA permits disclosure of
personally identifiable information by a video store to the customer or others
with the consent of the customer).
147. See id. § 2710(b)(2)(C) (containing the VPPA's exception for disclosure of
personally identifiable information to law enforcement personnel in response
to a valid search warrant).
148. See id. § 2710(b)(2)(F) (setting forth the VPPA's exception for disclosure
of personally identifiable information in response to a valid court order related
to a civil proceeding).
149. See id. § 2710(b)(2)(E) (containing the VPPA's exception for disclosure of
personally identifiable information incident to the "ordinary course of
business" of the video store).
150. See id. § 2710(a)(2) (limiting the term "ordinary course of business" to
include only debt collection activities, order fulfillment, request processing,
and the transfer of ownership of the business).
151. See id. § 2710(c)(1) (stating that the VPPA grants a customer a private
right of action against a video store for the unauthorized disclosure of his or
her personally identifiable information).
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fees. 152
The statute would make personally identifiable reader
information inadmissible as evidence in a court of law if not
obtained via proper legal process. 15 3 It would require destruction of
personally identifiable reader information after a certain period of
time. 54 Finally, the statute would preempt inconsistent state laws
except for those offering greater reader privacy protections. 55
Although a useful template, the VPPA only governs the
disclosure of protected information to third parties.155 The federal
reader privacy statute proposed here would go even further by
mandating adherence to a privacy framework known as the Fair
Information Principles.15 7 This framework would require public
disclosure of reader tracking practices, limit initial data collection
and subsequent use, and mandate the maintenance of reasonable
information safeguards. 5 8
Admittedly, drafting a federal reader privacy statute is not
without its challenges. For example, the statute must define terms
such as "e-book," "e-book provider," "personally identifiable reader
information," "compelling need," and "valid business processing"
precisely, yet flexibly.'5 9

152. See id. § 2710(c)(2) (containing a listing of the remedies available under
the VPPA's private cause of action).
153. See id. § 2710(d) (stating that records obtained via a disclosure of
personally identifiable information that was not authorized by the VPPA are
inadmissible as evidence in a legal proceeding).
154. See id. § 2710(e) (containing the VPPA's requirement that personally
identifiable information be destroyed by video rental stores not later than one
year after it was collected).
155. See id. § 2710(f) (preempting state laws that require disclosure in a
manner inconsistent with the VPPA).
156. See id. § 2710(b)(1) (limiting the scope of the statute to a video tape
service provider who knowingly discloses the personally identifiable
information of a consumer without authorization).
157. See CDT Brief, supra note 61, at 11-14 (recommending that the federal
court reviewing the Google Books settlement agreement mandate adherence to
the Fair Information Practices principles as a condition of approval).

158. See Memorandum from Hugo Teufel III, Chief Privacy Officer, U.S.
Dep't of Homeland Sec., Fair Information Practices Principles: Framework for
Privacy Policy at the Department of Homeland Security, 3-4 (Dec. 29, 2008) ,
available
at
http://www.dhs.gov/xlibrary/assets/privacy/privacypolicyguide_-2008-01.pdf (describing all eight of the Fair Information Practices
principles).
159. See 18 U.S.C. § 2710(a) (West 2011) (defining the key terms used in the
VPPA). In the case of an e-book reader privacy statute, the line between what
constitutes an "e-book" and other forms of digital media will be especially
difficult to draw (and redraw) over time.
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C. Prospectsfor a FederalReader Privacy Statute
The idea of enacting a federal statute to protect reader
privacy is not a new one.160 Unfortunately, little progress has been
made in the decade and a half since the idea was first proposed.' 6 '
However, the last few years have brought about extraordinary
changes in the source and format of books as well as the
technology used to track reader behavior. Five years ago, few
would have imagined that a search engine company would possess
160. See Cohen, supra note 27, at 1031 (proposing the enactment of a federal
reader privacy statute).
161. Although two bills were introduced in the 108th Congress to exempt
library circulation records and book purchase records from the section of the
USA PATRIOT Act permitting warrantless searches, neither bill was enacted.
See Freedom to Read Protection Act of 2003, H.R. 1157, 108th Cong. (2003)
(proposing an amendment to the Foreign Intelligence Surveillance Act of 1978
to prohibit the disclosure of personally identifiable information when the FBI
seizes tangible things from a library or bookstore to obtain information as part
of international surveillance); Library, Bookseller, and Personal Records
Privacy Act of 2003, S. 1507, 108th Cong. (2003) (proposing an amendment to
the Foreign Intelligence Surveillance Act of 1978 to require an articulation of
facts explaining why the seizure of books is necessary and proposing to have
the PATRIOT Act terminate in 2005). The Freedom to Read Protection Act of
2003 was narrowly defeated in a tie vote of 220 to 220. Dan Morgan & Charles
Babington, House GOP Defends PatriotAct Powers, WASH. POST, July 9, 2004,
The
http://www.washingtonpost.com/wp-dynlarticles/A37480-2004Jul8.html.
bill was reintroduced two years later as the Freedom to Read Protection Act of
2005, H.R. 1157, 109th Cong. (2005), but died in the House Judiciary
Committee. H.R. 1157: Freedom to Read ProtectionAct of 2005, GOVTRACK.US,
http://www.govtrack.us/congress/bill.xpd?bill=hl09-1157 (last visited Sept. 5,
2011). The Library, Bookseller, and Personal Records Privacy Act of 2003,
which contained similar provisions, never made it out of the Senate Judiciary
Committee. S. 1507: Library, Bookseller, and Personal Records Privacy Act,
GovTRACK.US, http://www.govtrack.us/congress/bill.xpd?bill=slo8-1507 (last
visited Sept. 5, 2011). This bill was also reintroduced in the following Congress
as the Library, Bookseller, and Personal Records Privacy Act of 2005, S. 317,
109th Cong. (2005), but again died in the Senate Judiciary Committee. S. 317:
Library, Bookseller, and Personal Records Privacy Act, GOVTRACK.US,
http://www.govtrack.us/congress/bill.xpd?bill=sl09-317 (last visited Sept. 5,
2011). Lawmakers in both houses of Congress tried again in 2011. The USA
PATRIOT Act Sunset Extension Act of 2011 would have barred the FBI from
using the USA PATRIOT Act to search book store and library records unless
they related to a suspected terrorist or someone known to a suspected
terrorist. See H.R. 1805, 112th Cong. (2011) (requiring the FBI to articulate
reasonable facts and circumstances to justify a search and seizure from library
and bookstores when investigating international terrorism); S. 193, 112th
Cong. (2011) (requiring the FBI to articulate reasonable facts and
circumstances to justify a search and seizure from library and bookstores
when investigating international terrorism). Neither bill made it to the floor
for a vote. H.R. 1805: USA PATRIOT Act Sunset Extension Act of 2011,
GoVTRACK.US, http://www.govtrack.us/congress/bill.xpd?bill=hl12-1805 (last
visited Sept. 5, 2011); S. 193: USA PATRIOT Act Sunset Extension Act of
2011, GOVTRACK.US, http://www.govtrack.us/congress/bill.xpd?bill=sl12-193
(last visited Sept. 5, 2011).
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the rights to twelve million books and that digital book readers
would be the thickness of a few sheets of paper, 162 sell for little
more than the price of a law school casebook, 163 and transmit
detailed reader histories to personal computer manufacturers and
online book sellers.
Although most readers took their privacy rights for granted in
the world of paper books, an increasing number of readers are
realizing that these rights are in danger of being lost forever in the
digital world. 164 Moreover, the controversy over the Google Books
Settlement is causing legal scholars, civil libertarians, and
ordinary readers to reconsider how best to maintain reader privacy
rights. If there is an optimal time to introduce e-book reader
privacy legislation, it is now.
V.

CONCLUSION

This Comment examined reader privacy protections in the
world of paper books, the rise of the e-book and electronic reader
tracking, and the gap between new technologies and existing laws.
It argued that unregulated reader tracking threatens privacy, that
reader privacy is a constitutionally-protected right, and that the
reader privacy protections enjoyed in the paper world should be
migrated to the digital world. Finally, this Comment examined a
number of potential responses to the erosion of reader privacy in
the digital age, proposed the enactment of a comprehensive federal
e-book reader privacy statute, and suggested that now is the best
time to legislate. As award winning author Jonathan Lethem
stated:
Now is the moment to make sure that [digital books are] as private

as the world of physical books. If future readers know that they are
leaving a digital trail for others to follow, they may shy away from
165
important but eccentric intellectual journeys.

162. See Steven Levy, Amazon's Third Generation Kindle Keeps E-Reader
Fire Burning, WIRED (Aug. 22, 2010), http://www.wired.com/reviews/
2010/08/pr_kindle3 (reporting that the newest Amazon Kindle e-book reader is
only one-third of an inch thick and weighs a mere 8.7 ounces).
163. See Farhad Manjoo, Why E-Readers Like The Amazon Kindle Will Soon
Cost Less Than $100, SLATE (Aug. 12, 2010), http://www.slate.com/id/2263787
(noting the precipitous drop in e-book reader prices and predicting additional
price cuts).
164. See generally CAMPAIGN FOR READER PRIVACY, http://www.readerp
rivacy.org (last visited Sept. 5, 2011) (describing a joint initiative of the
American Booksellers Association, the PEN American Center, the American
Library Association, and the Association of American Publishers to champion
reader privacy protection efforts).
165. Letter from Privacy Publishers and Authors, represented by EFF, to
Google, represented by Daralyn J. Durie & Joseph C. Gratz (Oct. 6, 2009),
available
at
http://www.eff.org/files/filenode/authorsguild.v-google
/GBS-privacygroupjtr.pdf.

